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Federal agencies—and the surveillance technologies that support them—have intruded into cities and states at the hyper-
local level, resulting in apprehensions and detainments that have sent shockwaves of fear through communities. Most
recently, the federal government under President Donald Trump has become increasingly aggressive in pursuing its

immigration and law enforcement agenda.

Federal enforcement efforts rely on existing structures at the state and local levels. As a result, they tend to amplify the
inequities of local policing, disparately impacting immigrants, dissidents, Muslims, LGBT people, the poor, and other
oppressed groups. Across the nation, the federal government’s aggressive detention and deportation approach to
immigration enforcement has exacerbated existing discrimination suffered by immigrants of color, who like their U.S.
citizen counterparts are many times more likely to be arrested and prosecuted for a variety of minor offenses compared

to white people.!

The policy decisions state and local leaders make in their communities can either facilitate or hinder these attacks on
immigrants, communities of color, and other marginalized populations. Local governments that see federal agency

actions as aggressive and harmful have the choice to push back.

Governments at the state, county, and municipal level have begun to respond to this federal overreach, with governors,
mayors, and members of city councils actively seeking ways to protect their most vulnerable communities from being
targeted by overly aggressive federal law enforcement action. Many cities across the country have become “sanctuary”

jurisdictions, implementing policies that limit cooperation with federal immigration authorities.

But even in jurisdictions where local governments have opted not to cooperate with detainer requests from the federal
government, immigration agents have begun haunting the halls of courthouses, seizing immigrants who appear for their
court dates. In New York, for example, courthouse detentions have skyrocketed 900 percent in 2017.2 These efforts are
harmful, disruptive, counterproductive, and put immigrants of color at grave risk of detention—making them less likely

to seek help from the police, appear at court, go to the hospital, or even take their children to school.?

So, in addition to the sanctuary approach, there are a number of lesser-understood and potentially even more powerful
policy interventions that can work effectively at the state and local levels to protect civil rights and civil liberties in an
increasingly hostile federal climate. These include: changing policing policy and procedures, halting participation in
certain federal programs, and bringing community control over police acquisition and deployment of surveillance

technologies.

This report looks at five nodes of concern, where local action can help protect vulnerable communities. In particular, it

examines (1) policing that results in a large number of low-level arrests, which endangers people of color, including
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immigrants; (2) law enforcement’s collection, retention, and sharing of information about people who are not suspected
of criminal activity; (3) municipal and state police participation in FBI Joint Terrorism Task Force operations; (4)
surveillance technology acquisitions; and (5) data hygiene practices at state and local government agencies. In each
section, the report recommends state and local policy reforms that can help protect vulnerable communities from overly

aggressive and often discriminatory federal enforcement action.

Ending Police Reliance on Low-Level Arrests

The Trump administration has pledged to double down on the war on drugs,* further militarize the border,” bolster
systems of surveillance and control,® and ramp up the detention and deportation of undocumented immigrants.” But the
administration is not starting from square one in these efforts. Systems established and bureaucracies enhanced by prior
administrations have formed a solid foundation for the Trump administration’s racist and xenophobic policies targeting

black and brown Americans and immigrants.

The first layer of this foundation is constructed in local municipalities and counties across the nation. Despite the federal
government’s substantial powers, it cannot enforce its will on the American public without substantial cooperation and

participation by local authorities, most notably police departments.

Many of these police departments continue to pursue what is known as “broken windows” policing—a strategy that
assumes police will be able to prevent serious violence if they crack down hard on minor offenses, such as jumping
turnstiles and drug possession. Unfortunately, this strategy of making low-level arrests tends to focus oppressively on
poorer neighborhoods of color, feeding our jail systems with a steady flow of black and brown bodies—among them
immigrants, and the bulk of them poor.®

This section reviews recent history, outlining specific policy decisions that helped create this architecture of oppression,
and describes a straightforward policy reform to defend immigrants and other marginalized people. It will recommend
that, as cities, counties, and states look for ways to protect their vulnerable communities, they should consider an
enhanced sanctuary city approach that contemplates interventions in the detention and deportation process before
immigrants enter state or local police custody. Such a model must take into account the role that low-level arrests play in

immigration enforcement.

Good Immigrant versus Bad Immigrant: The Secure Communities Disaster

Under President Barack Obama, the United States remained the most carceral nation in the world—locking up more



Americans per capita than China, Russia, and Iran.? President Obama deported more people than any prior president in
U.S. history.!® But under Obama’s tenure, thanks in part to the actions of U.S. Attorney General Eric Holder, the federal
prison population began to decline for the first time since the Carter administration.!! And, despite the mass
deportations, Obama took executive action, through the Deferred Action for Childhood Arrivals (DACA) program, to

protect hundreds of thousands of undocumented immigrants who came to the United States as children.

The Obama administration used executive authorities to limit the use of mandatory minimums in drug prosecutions at
federal prosecutors’ offices around the country, to restrict the federal government’s use of private prisons, and to protect
undocumented youth, but the administration also institutionalized systems of surveillance and control that deepened

existing links between the criminal law enforcement and immigration systems.

In 2013, the Obama administration completed full implementation of a controversial Bush-era surveillance program
called “Secure Communities” (also known as S-Comm).!? In most counties and municipalities in the United States,
police and sheriff’s departments fingerprint anyone they arrest. Historically, local and county departments have shared
those fingerprints with the Federal Bureau of Investigation (FBI), so that the FBI can conduct a background check using
the fingerprints and send the results back to the locals. That’s how a local police department learns, for example, whether

someone it has just arrested is wanted for a serious offense in another state, or has used an alias.

S-Comm changed this long standing practice by adding one step in the process. Under the program, after the FBI
receives fingerprints of arrestees from local or county departments, it automatically shares the prints with ICE, the
Department of Homeland Security (DHS) agency responsible for investigating, detaining, and initiating deportation
proceedings against people. By the time S-Comm was fully implemented in 2013, the fundamental character of a local
arrest in any county or town in the United States had changed.!? Under S-Comm, an arrest isn’t just an inroad into the
local or state criminal punishment system; it can be a flare shot up into the sky notifying ICE of the presence and

location of a person in the United States on a visa or without documentation.

The Obama administration initially defended S-Comm as a commonsense immigration program that sought to get
“convicted criminals” off the streets and into deportation proceedings. The program would result in the deportations of
“the worst of the worst,” states and communities were told.* But the system didn’t work that way. In 2013, the first year
during which S-Comm was fully operational throughout the United States, only a small fraction of the people ICE
deported were convicted of what ICE calls “Level 1” offenses, which include homicide, espionage, sexual assault, and

other serious felonies, but also certain types of larceny, mail fraud, and drug offenses—including the sale of marijuana,
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which nine states and Washington, D.C. now consider a legal activity.!® Despite the Obama administration’s pledges
about the true intention of the S-Comm program, nearly half of all deportations in 2013 were of people convicted of
immigration and traffic violations.'®

While S-Comm didn’t produce the results the Obama administration promised, it did succeed in solidifying the
immigration narrative into the damaging “good immigrant/bad immigrant” framework. Now, when the Trump
administration says it only wants to deport the “bad hombres,” it can point to the groundwork created by the Obama
program as historical precedent. Furthermore, S-Comm also engineered one of the largest federal surveillance systems in
current use by the U.S. government, sweeping millions of people a year into ICE databases.!” That system is perfectly
primed to assist the Trump administration in its mass deportation efforts; but state and local policymakers can take

steps to put a wrench in it.

Trump’s Reliance on Local Law Enforcement

In 2017, the Trump administration overhauled the nation’s immigration enforcement priorities when it issued two
immigration-related executive orders. Among the changes included the granting of carte blanche to ICE agents to make
determinations about whom to detain and deport, under what circumstances, and for what reasons.'® Where the Obama
administration imposed a system of priorities, the Trump administration promised to get out of the way, to let individual
agents decide the fate of persons they captured or set in their sights. Trump’s executive order regime reoriented
immigration enforcement, prioritizing the detainment and deportation of noncitizens who “have been charged with any
criminal offense that has not been resolved” and “have committed acts that constitute a chargeable criminal offense.”?

As Human Rights Watch observes in a 2017 report on the first year of deportations under Trump, the latter could include

“crimes” such as jaywalking.

The results of these policy changes were predictable. Just a month after the Trump inauguration, a fifteen-year veteran of
ICE told the New York Times, “The discretion has come back to us; it’s up to us to make decisions in the field. We’re
trusted again.” More than a year into the Trump presidency, we are starting to get a clearer picture of what “taking the
shackles off” ICE agents has meant in terms of ICE detention and deportation rates. In the first year of Trump’s
presidency, ICE detentions inside the United States soared by 42 percent, while detentions of noncitizens with criminal
convictions increased by 19 percent. Human Rights Watch’s analysis found that the vast majority of these people were

convicted of minor offenses:
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In the most recent data available, which only covers one month of the Trump admainistration, strikingly
Jfew of the non-citizens arrested by ICE who had criminal convictions had been convicted of crimes of a
violent or dangerous nature. One in three “criminal” arrests involved someone whose most serious crime
was an tmmigration offense, almost always the act of entering the country illegally. About 16 percent had
been convicted of a drug offense and another 15 percent had a traffic offense as their most serious crime.
Fewer than 1 percent had been convicted of a homicide, and the most serious offense of only 19 percent,

Sfewer than one in five, included violent or potentially violent crimes.>°

In Trump’s America, immigrants have ample reason to fear that any interaction with the criminal legal system will result

in the initiation of deportation proceedings against them.?!

Trump’s plans to rely on local law enforcement to be the tip of the spear for deportation efforts were not a secret. An
April 2017 photograph of top Trump advisor Steve Bannon’s office captures a whiteboard, upon which is written a
number of campaign pledges his administration is working to realize. One of the pledges reads: “Issue detainers for all
illegal immigrants who are [illegible] for any crime, and they will be placed into [illegible ] removal proceedings.” It’s a
safe bet that those illegible words are “arrested” and “immediate.” In August 2016, Trump delivered a speech on
immigration in which he said his administration “will issue detainers for all illegal immigrants who are arrested for any
crime whatsoever, and they will be placed into immediate removal proceedings.”>?

That very framework is coming to gruesome life in American cities. In May 2017, the Intercept reported on data from
Gwinnett County, Georgia, showing that traffic stops are the main driver of ICE contact with immigrants in the
community. Data from a local jail show that, of 500 people flagged by local police to ICE, a full 70 percent were locked

up because of traffic violations, the most common being driving without a license.

We don’t have comprehensive data to show exactly how many immigrants have been deported as a result of arrests for
minor offenses. But in early 2018, the Trump administration released its own analysis of fiscal year 2017 nationwide
immigration arrest data from ICE’s Enforcement Removal Operations (ERO) division.?3 The report reveals that 89
percent of the over 143,000 people ICE arrested in fiscal year 2017 had either criminal convictions or faced pending
criminal charges at the time of their arrest. The document claims these figures support the conclusion that ICE is
“prioritizing its enforcement resources on those who pose a known threat to national security and public safety’
[emphasis added]. The report’s details suggest otherwise. The bulk of the criminal charges and convictions dealt with
minor offenses: 53 percent of those arrested had drug-related offenses on their records, 48 had traffic-related offenses,
and 44 percent had immigration-related offenses.?* Thousands of people were also arrested due to pending charges or

convictions for the following: public peace violations (8 percent), larceny (14 percent), and a category ICE calls
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“obstructing judiciary, congress, legislature, etc.,” which includes parole and probation violations and failure to appear
(15 percent).2® The report reveals some curious details, such as a nearly 1,800 percent spike in ICE arrests of Haitians
during the Trump administration’s first months in office. While ICE arrested 310 Haitians in fiscal year 2016, the agency

arrested 5,578 Haitians the following fiscal year.

The personal cost to immigrants resulting from arrest for minor offenses is extremely high. For example, on May 14,
2017 a Minneapolis transit cop arrested 23-year old Ariel Vences-Lopez on charges of suspicion of committing fare
evasion, giving a false name, and obstructing a police officer. On May 15, ICE asked the county jail to hold Mr. Vences-
Lopez on an immigration detainer. ICE picked him up from local custody the next day, and he was placed into
deportation proceedings. Had the transit police officer not arrested Mr. Vences-Lopez on this minor charge, he would

probably still be living in Minneapolis a free man.

Even Americans not at risk of deportation pay a high cost when arrested. Low-level arrests like these typically do not
lead to convictions. Prosecutors often drop the charges, or people plead to what’s called, in various states, a continuance
without a finding, pretrial probation, or adjournment in contemplation of dismissal, meaning no conviction will appear
on their record. But for poor people and people struggling to overcome entanglement with the criminal legal system,
even one arrest can cause devastating problems that simply will not go away. Even if an arrest doesn’t lead to a conviction

or incarceration, it can have severe consequences for individuals and families.?%

If you're too poor to pay bail, you can sit in jail for weeks or months waiting for prosecutors to call your case—even if
you're innocent of the charges against you. While you're in jail, you’'ll likely lose your job, and maybe even your home and
your children. You may also find that an arrest record is used as a proxy for judgments made about you without your

knowledge, which can compound economic and racial inequalities.?”

For thousands of American citizens, even one arrest can cause irreparable harm. For Mr. Vences-Lopez and so many

other immigrants, an arrest for a minor offense can mean life as you know it is abruptly brought to an end.

Low-Level Arrests in the United States Disproportionately Impact People of
Color

Mr. Vences-Lopez’ arrest for the minor offense of fare evasion is but one data point among millions like it in the United
States each year. While we don’t have comprehensive immigration data to show how enforcement priorities have
changed deportation patterns since Trump’s inauguration (apart from the fiscal year 2017 data cited above), we do have

large quantities of arrest data confirming racial disparities remain rampant in low-level policing in the United States.



Data from Massachusetts and other states nationwide show that black and brown people are far more likely to be
arrested for low-level offenses than their white counterparts. In New York City, for example, 92 percent of people arrested
in 2015 for turnstile jumping on the subway were people of color. In the city of Worcester, Massachusetts, black and
Latinx people accounted for over 80 percent of arrests for trespassing in the years 2012 to 2016, while these groups

together make up just 32 percent of the population.

Massachusetts statewide arrest data obtained by the ACLU of Massachusetts also reveal extreme racial disparities in
terms of whom police choose to arrest versus to whom they choose to issue summonses—for the exact same offenses.
Statewide arrest data from 2012 to 2016 show that 96 percent of people arrested for drug offenses and identified by
police as Hispanic were taken into custody instead of being issued summonses to appear in court. Data for the same
years show that police took into custody 90 percent of black people arrested for drug offenses, while only 84 percent of
white people arrested for drug offenses were brought in. In other words, white people cited for a drug offense in
Massachusetts were allowed to go home with a court date at much higher rates than for blacks and Hispanics. In fact,
the vast majority of Latinx people police suspected of drug crimes were taken into custody—and if their fingerprints were

taken during the booking process, these were sent to ICE.28

Recent figures show that more than one in every nine arrests in the United States is for drug possession, amounting to a
staggering 1.25 million arrests per year. On an average day in the United States, about 137,000 people are locked up on
drug possession charges, most of them still awaiting trial. People of color and the poor are disproportionately targeted.??
Federal arrest data from 2010 showed that black Americans were four times more likely to be arrested for marijuana

offenses than white Americans, despite the fact that blacks and whites use marijuana at the same rates.3°

Recommendations

Sanctuary cities across the country have drawn the unwanted attention of the U.S. Department of Justice under
Secretary Jeff Sessions. While there’s no single model for designating a town or city a sanctuary, it generally means that
(1) local law enforcement do not engage in controversial 287(g) programs, which deputize local police as federal
immigration agents; and (2) local law enforcement do not hold people on ICE “detainer” requests after they’ve been
cleared for release from local custody. The Trump administration has pledged to deny federal grant monies to sanctuary
cities for following this approach. Those threats may not amount to actual budget cuts for localities, but the threat itself

has chilled some mayors and governors.>!
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But there are other ways that local governments can keep their vulnerable residents out of the Trump deportation
machine that will also advance long-standing criminal justice policy goals: local and county police departments can stop

making arrests for certain categories of offense, and cities and states can decriminalize some of those offenses.

When local police arrest someone and send their prints to the FBI, the FBI shares those fingerprints with ICE. The best

way to stop that from happening is, simply, for local police to stop arresting people for minor crimes, including:

drug offenses;

¢ traffic violations, including driving without a license, driving with a suspended license, and driving with an expired

registration;

e petty larceny;

o disorderly conduct;

e trespassing;

e public drinking and drug use;

e vagrancy; and

e fare evasion.

These types of minor offenses account for the vast majority of arrests in the United States. FBI crime data from 2015
show that, of the nearly 11 million arrests nationwide that year, just over 500,000 were for violent crimes, or about 4.5
percent. Meanwhile, nearly 1.5 million of those arrests were for property crimes, nearly 1.5 million were for drug crimes,

and larceny accounted for over 1.1 million arrests.32

If police really think it necessary, for public safety, to issue a summons for these offenses, doing so in place of arresting

someone will have the dual benefit of keeping that person out of ICE5 sights, as well as keeping them out of jail.33

Some municipalities are already taking action to protect immigrants at the local level by changing criminal justice policy.
In Colorado, for example, Denver advocates changed local law to reduce the maximum sentence for many municipal

crimes. Certain convictions make noncitizens-including green card holders-deportable, but only if they are sentenced to
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a year or more of imprisonment. As a result, Denver changed the law to reduce the maximum sentence for various

crimes from 365 to 364 days.>*

But the best strategy is to push for an end to broken windows style policing, and the low-level arrests that have made the

strategy so notorious in communities of color across the United States.?

Limiting Law Enforcement Intelligence Collection and Sharing

Programs like S-Comm tied local law enforcement to federal immigration authorities in new and dangerous ways,
turning arrests into opportunities for ICE intervention. But local intelligence collection and sharing policies can be just
as harmful as S-Comm, sweeping innocent people into a vast machinery of surveillance and law enforcement. On the
other hand, if done right, policies governing the collection and sharing of intelligence and the state and local police level
can go a long way towards shielding our local communities and their most vulnerable members from unwanted federal

harassment and repression.

The American Surveillance Super-State, from COINTELPRO to 9/11

No study of American domestic surveillance gone wrong would be complete without mention of the horrible example of
J. Edgar Hoover’s FBI. From the 1950s through the early 1970s, the FBI under Hoover ran a domestic surveillance and
espionage program targeting black Americans, suspected communists, Vietnam War resisters, and left-wing dissidents.
The FBI called it COINTELPRO, short for counterintelligence program. At its height, the FBI had five thousand

informants on its payroll, working in the civil rights and antiwar movements to try to cripple them from within.

An infamous 1970 memo from FBI headquarters urged agents to get more aggressive with their field interrogations of
members of radical leftist groups. “It will enhance the paranoia endemic in these circles and will further serve to get the
point across there is an FBI agent behind every mailbox,” the memo said.?¢ That memo, along with thousands of other
internal FBI documents, was liberated by activists who broke into a Pennsylvania FBI office in 1971 and stole every paper
file they could carry out. The activists gave the documents to reporters, who, using the newly enacted Freedom of

Information Act, broke open the COINTELPRO scandal.

The COINTELPRO revelations sent shockwaves through Washington, D.C. Congressman Frank Church led a committee
to investigate domestic political spying.3” His committee pulled back the curtain to reveal a cancerous growth in the

American body politic: a sprawling, repressive domestic surveillance apparatus that, almost entirely in secret, aimed to



limit and manipulate the boundaries of political discourse in the United States. The FBI had even kept intelligence files
on Supreme Court Justices, Church’s committee found. J. Edgar Hoover was a master at political blackmail, making him

an untouchable for decades in D.C. Hoover’s disregard for democracy enabled him to act above the law.

In light of these and other disturbing revelations about the activities of U.S. intelligence agencies, Congress formed the
intelligence committees as a way to provide an official check on the FBI and CIA. Also, for the first time in U.S. history,
the U.S. attorney general established guidelines requiring that FBI agents suspect someone of a crime before digging into
their personal life and amassing a file on them. These guidelines were meant to prevent the kind of political surveillance
and harassment Church’s committee had discovered the FBI was neck deep into. The FBI was supposed to focus on
people committing serious, interstate crimes—not people with unpopular political views, or religious or racial

minorities. The guidelines aimed to create and enforce a new institutional culture at the FBI, one focused on crime

instead of policing dissent.

Those attorney general guidelines generally held for nearly thirty years, until September 11, 2001. After the attacks,

everything changed.

First, Congress created the Department of Homeland Security (DHS), which is now the largest non-military federal
bureaucracy, overseeing 240,000 employees and dozens of sub-agencies, including the Coast Guard, ICE, the
Transportation Security Administration (TSA), Customs and Border Protection (CBP), and the Secret Service. DHS
immediately got to work building an infrastructure to connect law enforcement and intelligence agencies, up and down
and across government, from the local level all the way up to the National Security Agency (NSA). One of the
mechanisms for achieving this connection was the creation of “fusion centers” in states across the country—places where
local, state, and federal law enforcement would sit next to representatives from the U.S. military and private industry to
share information and intelligence about a host of potential “threats,” often including political protesters upset with the

status quo.

Another thing the federal government did after 9/11 was to significantly revise the attorney general guidelines, which
largely prevented FBI agents from spying on people who were not suspected of criminal activity. That policy change set
the tone for a federally integrated state and local law enforcement community, suddenly focused on counterterrorism
and newly recognized as intelligence partners in the national effort. From the local level all the way up, the wall between
intelligence and criminal matters came down, the gloves came off, and the consequences have been devastating. The
institutional culture, once reformed, had swung back in the direction of limitless state power. These were changes for the

worse—Dboth for civil liberties and public safety. The institutional table was set to repeat the worst excesses of the Hoover

PAGE 11



era, but this time, the federal intelligence bureaucracy had two powerful new tools: advanced information sharing
systems integrating state and local police with the federal intelligence architecture, and digital technologies that

facilitate mass surveillance and data overload.

Suspicionless Spying: Bad for Safety, Bad_for Civil Liberties

Among the post-9/11 intelligence sharing programs pushed on state and local governments was “See Something, Say
Something,” also known as the Suspicious Activity Reporting (SARs) program. The theory behind the SARs program is
that “pre-operational” terrorist attack planning may look like innocent activity, such as photographing public buildings
or asking questions about security procedures, and so goes unnoticed. To ferret out such planning, the program gives
absurd advice to the public, for example, asking ordinary people to be on the lookout for “The Eight Signs of Terrorism,”
which include taking notes, collecting money for donations, and cash withdrawals.38 If state and local police keep
detailed records of such incidents, and pass on leads about them to the FBI, the theory goes, law enforcement and
intelligence agents may be able to stop the next big attack. But this overly broad approach to suspicious activity reporting
has not, in practice, worked to deter terrorism—even as it has caused real discriminatory harm.’

The “See Something, Say Something” program has netted a lot of useless information, wasting law enforcement time and
resources chasing down bad leads, typically targeting people perceived to be Arab, Middle Eastern, Muslim, or South
Asian. While it has been well documented that the SARs program has resulted in racial profiling and discrimination,

*Othere’s no publicly available information to suggest it has been useful in stopping terrorism.

But the SARs program is hardly unique in at least one core sense: law enforcement officials across the country have long
engaged in racially discriminatory surveillance programs targeting people not suspected of crimes, through both gang
databases and the notorious tactic of stopping, frisking, and questioning people on the street. In the post-9/11 age,
communities that have long been targets of enhanced law enforcement attention are facing increasingly severe
consequences in the new information sharing environment.*!

Post-9/11 developments in Massachusetts are exemplary of a national trend. In the years since 9/11, the state hasreceived
nearly $1 billion in DHS grants for “counterterrorism” operations.*? Millions of those dollars have gone to the two state
fusion centers: the Boston Police Department’s Boston Regional Intelligence Center (BRIC), and the Commonwealth
Fusion Center run by the state police. State and local enforcement officials at these fusion centers sit side-by-side with
their federal counterparts, including agents from the FBI and ICE, and share intelligence. Just as at the federal level in
the post-9/11 era, the Boston Police Department’s privacy and civil liberties policy allows analysts and officers to collect,

retain, and share information about people who are not suspected of engaging in criminal activity.*3



In Massachusetts, as in states across the country, the post-9/11 focus on “counterterrorism” intelligence collection and
sharing, merged with a much more deeply entrenched system of categorizing and tracking young men of color through
the architecture of the local fusion center. The BRIC serves as a representative case study of what happens when a local
police department with a history of racially disparate enforcement and surveillance is transformed into an arm of the
federal government’s intelligence and immigration system. The results are predictably bad—particularly for black and

brown youth.

One recent case in Boston illustrates precisely the harms that can come to youth of color when the perfect storm of
federal-local intelligence sharing, disparate enforcement and surveillance against people of color, and suspicionless
monitoring is unleashed on a community. In that case, documented by the I'ntercept, a teenaged El Salvadoran
immigrant was at his high school in the predominately Latinx neighborhood of East Boston when an argument broke
out near him in the cafeteria. Despite the fact that no physical violence occurred, Boston School Police later looked at
video surveillance footage of the incident and documented the student as a suspected gang member in an incident
report. The report was then forwarded to the BRIC. According to the student’s lawyer, a disastrous chain of events

unfolded after the Boston police shared the report with ICE.

First, an agent from ICE’s Homeland Security Investigations unit examined the student’s Facebook page, where he found
images of the teenager wearing red, blue, and white clothing. This was enough for the Feds to decide he was indeed in a
gang—despite the fact that “one of those photographs was taken on the day of a Salvadoran parade in Boston when [he]
was wearing blue and white, the colors of El Salvador’s flag.” ICE then seized him and initiated deportation proceedings

against him.

The student’s lawyer told Intercept reporter Ali Winston what anyone who pays close attention to law enforcement and
intelligence practices already knows: this likely wouldn’t have happened had her client not been Hispanic. “My client
was going to school full-time and working at a restaurant from 5 p.m. to midnight—he didn’t have time to be a gang
member,” attorney Sarah Sherman-Stokes told Winston. “What has happened is that every behavior problem of a young
brown person has become a gang problem. I sincerely doubt that a lunchroom dispute would result in this information

being sent to BRIC were they not poor kids of color.”

In November 2017, an ICE agent told CBS News the agency relies on gang determinations, often made by state and local
police departments without establishing a nexus to criminal activity, in order to prevent detained immigrants from being
released at bond hearings. “The purpose of classifying him as a gang member or a gang associate,” the agent said, “is

because once he goes in front of an immigration judge, we don’t want him to get bail.”
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The Boston Police Department’s gang policy allows officers to list people as gang members even if the police have no
reason to believe the persons are suspected of criminal activity. As in other cities nationwide, inclusion in Boston’s
database is predicated on a points system. “Reasonable suspicion” of criminal involvement is reached when officers have
amassed criteria adding up to ten points—even if none of those criteria relate to criminal activity. For example, someone
could be listed in the Boston police gang database if an outside law enforcement agency told BPD the person is a gang
member (8 points) and a BPD officer observed the person in a “group related photograph” (2 points). Alternatively,
someone could be identified as a gang member by BPD if police officers conducting social media surveillance saw a
photograph of someone wearing a certain color (4 points), using a certain nickname (4 points), and standing next to

someone who is already included in the database (2 points).

Once the information about the young man in Boston was sent to the regional fusion center, the BRIC, it ended up in the
hands of federal agents. This story shows why it’s so important for governments to implement sensible information
collection and sharing policies at the state and local level. These policies should bar the collection, retention, and sharing

of information that is not directly linked to well-founded suspicion of specific criminal acts.

In the United States, law enforcement officials shouldn’t be keeping tabs on anyone or creating an intelligence file on
their activities if there is no suspicion of criminal activity. But due to gang databases, street-level surveillance mostly
targeting black and brown youth, enhanced information sharing and relaxed local rules after 9/11, and billions of dollars
of funding for intelligence systems for state and local law enforcement across the country, this troublesome surveillance is
not only happening—it’s resulting in catastrophic material consequences for some of the most vulnerable people in the

country.

Recommendations

Police departments and fusion centers should institute policies mandating a criminal predicate requirement for

intelligence collection, retention, and sharing. Doing so will go a long way toward preventing scenarios like the one that
unfolded in East Boston that led to an innocent student landing in immigration detention, fighting a deportation order.
Better intelligence policy will also protect young people of color who are citizens from law enforcement harassment and

even incarceration due to often arbitrary and secretive inclusion in gang databases.**

Specifically, policies should require that law enforcement officials have reasonable suspicion to believe someone is
involved in criminal activity before collecting, maintaining, or sharing information about that person—with specific,

clearly delineated exceptions, for example in missing persons cases. If the matter involves First Amendment protected
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activity or association, policy should dictate that law enforcement may only collect, maintain, or share information that
specifically relates to the suspected criminal activity.**> Finally, policies should ban the use of race, religion, ethnicity, and

national origin as a factor to any degree in determining reasonable suspicion.

Some police departments and cities have already taken steps to align their information gathering with civil liberties and
racial justice. In June, 2017, the Providence, Rhode Island mayor signed a far-reaching police oversight ordinance into
law. The ordinance bars Providence police from considering race, political views, ethnicity, language, and housing status
when determining whether they have reasonable suspicion to believe someone has engaged in—or will soon engage in—
criminal activity. And in September 2017, concerns about the racially disparate impact of the Portland, Oregon police

department’s gang database led officials to shutter it.*6

Withdrawing Local Police from the FBI’s Joint Terrorism Task Force
Operations

The Joint Terrorism Task Force (JTTF)—a partnership between federal, state, and local agencies—had about thirty or so
operations scattered around the country before 9/11, the first created in New York City in 1980. Now, there are more than
180 JTTFs nationwide,*” comprised of state and local law enforcement, FBI agents, ICE agents, TSA officers, members
of the military, and representatives from dozens of other federal agencies. The Boston JTTF, for example, includes officers
from—at minimum—the following state and local departments and agencies: Springfield PD, Worcester PD, Essex
County Sheriff, Lowell PD, Pittsfield PD, Providence PD (RI), Chicopee PD, West Springfield PD, Massachusetts
Department of Corrections, Rhode Island State Police, Portland PD (ME), Manchester PD (NH), MBTA PD, Boston PD,

New Hampshire State Police, Holyoke PD, and the Massachusetts State Police.

When state and local law enforcement officers work on JTTFs, they are deputized as federal agents. Memoranda of
understanding (MOUs) obtained by the ACLU through public records requests show that when local departments and
agencies assign officers to work on the task forces, those state and local employees follow federal rules for intelligence
gathering and surveillance.*® In most cases, these federal rules are less stringent than local or state law. For example, in
California and other states, state and local police are required to obtain warrants to track cell phones. Federal agents
operating in California, and those local police officers deputized as federal agents on JTTFs, are not necessarily required

to do so—even if state law requires it.*?

Partnerships on JTTFs may also enable local and state police to conduct activities in secret, under cover of federal law
protecting “classified information,” where their activities would otherwise be subject to public scrutiny through state

open records laws. Sometimes, local officers deputized to work as federal agents on JTTFs aren’t even subject to ordinary



chain-of-command requirements, for example, if their local commanding officer doesn’t have security clearance to access
information held by the JTTF member. These frameworks make it impossible to hold local and state law enforcement

officials accountable for their work on JTTFs.

Making matters worse, federal law and Department of Justice rules established in 2008 allow FBI officials to conduct
suspicionless investigations called “assessments,” during which the FBI claims the authority to conduct a range of
invasive surveillance and intelligence-gathering techniques, including the use of covert informants.’® When tasked to the

JTTF and deputized as federal agents, state and local officers can do the same.
Under existing Department of Justice and FBI rules, JTTF officers can:
e infiltrate, monitor, and even direct the activities of religious and political groups;>!
e use biased racial and religious profiling;>?
e open an investigation into someone even if they don’t suspect that person of involvement in any crimes; and
e obtain huge quantities of sensitive, personal information about people without any suspicion of criminal activity.

Local and state police assigned to JTTFs and deputized as federal agents may even have access to information collected
by the CIA, NSA, or foreign intelligence agencies,?” as their FBI counterparts do.>* Indeed, FBI guidelines allow agents
to ask the CIA and NSA for information on people agents are investigating during an assessment. Again, agents and task
force members do not even need to suspect someone of involvement in criminal activity before opening such an
assessment. Local police assigned to the JTTF may therefore have access to information about Americans that was
collected by the NSA without any judicial process, even if the targets of the spying aren’t suspected of any crime—let

alone a serious offense connected to terrorism.

At the same time, while JTTF members get all the privileges and powers of federal agents, the agency MOUs establishing
JTTF relationships with the FBI put the burden of paying the local officers’ salaries on the local department. So, while a
local community pays, the local officer is allowed to use more permissible federal rules regarding surveillance, and his or
her local community members may be in the dark about what that local officer is actually doing with those local dollars.
And worse still, if the local officer is sued as a result of his work with a JTTF, the local department is required, under the

terms of the MOU, to pay out any adverse settlements or judgments.
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The FBI calls JTTFs “our nation’s front line on terrorism: small cells of highly trained, locally based, passionately
committed investigators, analysts, linguists, SWAT experts, and other specialists from dozens of U.S. law enforcement

and intelligence agencies.”

But communities and individuals who have been monitored, harassed, or threatened by JTTF operations or their task
force officers may see their role differently. To those groups, the JTTFs likely appear more interested in solidifying and
expanding the power of their own bureaucracy, and protecting the political, social, and economic status quo—often at the
expense and on the backs of marginalized communities. And despite the FBI’s claim that the JTTFs are the nation’s
“front line on terrorism,” the FBI doesn’t have much to show, in terms of benefits to public safety, for the vast

expenditures of public funds poured into them.?”

So what have the JTTFs done with all the money and power they’ve amassed over the past fifteen years? On the one
hand, they’ve pursued controversial “terrorism” investigations of Muslims, leading to prosecutions oftentimes predicated
on informant-driven, FBI-manufactured terrorism plots. Other times, their operations have been even more nakedly
political, involving the harassment, intimidation, and monitoring of dissidents. In both types of cases recounted below,
public trust in the FBI suffers—particularly among Muslim, immigrant, and dissident populations—with no

demonstrable benefit to public safety.

Targeting Islam: FBI, JTTF, and Other Operations in Muslim Communities

According to an Intercept study, after 9/11, “most of the 806 terrorism defendants prosecuted by the U.S. Department of
Justice have been charged with material support for terrorism, criminal conspiracy, immigration violations, or making
false statements—vague, nonviolent offenses that give prosecutors wide latitude for scoring quick convictions or plea
bargains.”®® The Intercept’s data show that large numbers of these cases were predicated on FBI informant-driven
investigations—cases in which paid FBI assets, often working closely with FBI agents, devised, funded, and facilitated

fake terror plots to be “discovered” by the FBI, and any unwitting co-conspirators arrested.

Of the 801 people convicted of terrorism-related offenses and sentenced to prison since 9/11, 418 have been released
from incarceration, usually with no parole conditions requiring enhanced monitoring. As the Intercept observes, this

astonishing fact suggests “that the government does not regard them as imminent threats” to the United States.

But while the government may not actually view these people it has convicted of terrorism offenses as threats to the
United States, its officials nonetheless marshal those prosecutions as supposed evidence of an existential threat requiring

billions of dollars in annual expenditures and nearly limitless authority for law enforcement and intelligence agencies.



As you might expect, Muslims in the United States—like their coreligionists in foreign countries under attack by U.S.

weapons—bear the burden of shouldering this destructive paradigm.

People in the United States are far more likely to die from routine gun violence than from acts of political terror, but the
FBI and its top officials routinely describe Muslim terrorism as the greatest domestic security threat facing the United
States.®” In fact, terrorism poses such an infinitesimally small risk to people in the United States that our televisions are
more likely to kill us than are terrorists of any political or religious stripe.’® Toddlers kill more people in the United
States every year than do Muslims.?? Over the past nine years, white supremacists and other right-wing terrorists have
committed twice as many domestic terrorist attacks than have Muslims.%© And for American women, the greatest violent

threat comes not from terrorists or other strangers, but rather from their own husbands, partners, and boyfriends.5!

Despite those facts, the substantial number of FBI investigations targeting Muslims conducted each year is used to
justify ever-expanding FBI budgets and surveillance powers. So, while Muslims do not pose a significant threat, the FBI's
targeting of Muslims has an enormously important strategic value to the bureau. As former FBI assistant director

Thomas Fuentes said:

“If you're submitting budget proposals for a law enforcement
agency, for an intelligence agency, you’re not going to submit the
proposal that “We won the war on terror and everything’s great,”
because the first thing that’s going to happen is your budget’s
going to be cut in half. You know, it’s my opposite of Jesse
Jackson’s Keep Hope Alive—it’s ‘Keep Fear Alive.” Keep it alive.” %2

The FBI budget would not be as flush if it were waging a global war against television sets, toddlers, the right-wing, or
heterosexuality, nor would it be granted the sweeping powers it now holds. Muslims in America are a much easier and

more politically useful target.



As a result, many if not most of the FBI's 15,000 informants target Muslims and Muslim communities®? racking up
huge numbers of terrorism prosecutions in dubious cases such as those tallied by the Intercept. Reports suggest the FBI
is riddled with institutional bias against Muslims and Islam. In 2011, reporter Spencer Ackerman discovered the FBI
was training its agents to believe “mainstream” Muslims are “violent and radical.”®* The climate of hostility toward Islam
at the bureau is so bad that even Muslim FBI agents aren’t exempt from it, and instead are subject to a culture of fear

and suspicion. “It’s a cancer,” one of them told Ackerman in 2017.55

The FBI has worked to develop a network of unpaid informants throughout all reaches of U.S. society, with its sights
sharply focused on Muslim communities and their houses of worship.%¢ In at least two cases, FBI programs the bureau
described as “community outreach” were later found to be principally intelligence-gathering operations, targeting
Somali immigrant communities in Minneapolis and American Muslims in San Francisco.5”7 The FBI has even used
immigration status as a coercive instrument to try to force people to inform for the bureau.%® But when the FBI dangles
citizenship in exchange for cooperation, it doesn’t always work out well;®® and when it’s done using the informants, the

FBI can help get them deported.”®

These surveillance efforts by the FBI and other law enforcement agencies were made even worse by an Obama-era
Department of Justice program, “Countering Violent Extremism” (CVE), which aimed to fold social service providers,
public health workers, and education professionals into the “national security” net by offering training on how to spot so-
called “radicalization” among youth, and even asking these providers to inform on young people to law enforcement.” A
CVE-related FBI operation, “Don’t Be a Puppet,” asked teachers to use a video game simulation in classrooms to help
indoctrinate youth against terrorist radicalization. The American Federation of Teachers fired off an angry letter in
response, saying the video game “created this broad based suspicion of people based upon their heritage or ethnicity.”72

The Obama administration said these programs weren’t aimed at Muslims, although Muslim and civil rights and civil

liberties groups—and even unions like the AFT—contested those claims from the outset.”

Under the Obama administration, the FBI’s focus on Muslim communities, as well as its institutional culture and
operational orientation, remained largely unchanged from the Bush administration, but the public rhetoric didn’t reflect
the “war of civilizations” approach preferable to those on the far right. Under the current administration, there’s no sign

the underlying programs will shift focus or targets, but the rhetoric already has become far worse.

As promised on the campaign trail, President Trump has taken to using the phrase “radical Islam” to describe the
“threat” facing the United States. In the Trump era, Obama’s so-called “counter-radicalization” effort, which asks teachers

to look for things like criticisms of U.S. foreign policy as possible signs of terrorist sympathy,’* is now explicitly focused
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on Muslims.” The fig leaf maintained by the Obama administration—that the CVE program was an equal-opportunity

government surveillance effort—has withered and died.

There’s significant reason to believe the Trump administration’s xenophobic and Islamophobic rhetoric will exacerbate
existing problems with anti-Muslim bias at the FBI. And there’s no reason to believe this will change under FBI director,
Christopher Wray. During his confirmation hearings in July 2017, Wray was twice given the opportunity to state on the
record that he would not go along with Donald Trump’s campaign pledge to monitor mosques, even if he had no reason

to believe there was any criminal activity occurring in them; both times, Wray refused to do so.76

Targeting Dissent: JTTFs as Political Police Units

Muslims aren’t the only target of unwarranted FBI surveillance. The dismissal of the 1970s U.S. attorney general’s
guidelines, which had been implemented after the public learned about J. Edgar Hoover’s war on dissidents, opened up
the floodgates once again to extensive FBI surveillance of First Amendment protected speech and activity. To some
extent, these surveillance efforts predate the 9/11 attacks. But in the War on Terror era, the degree and intensity of JTTF

spying on dissidents increased exponentially, fueled by new powers, resources, relationships, and technologies.

In 2015, a police officer in St. Paul, Minnesota, assigned to the local JTTF tracked participants in the Black Lives Matter
movement.”” The FBI has also said that PETA supports “eco-terrorism,” and has investigated PETA as a possible
domestic terrorist organization.”® In 2010, just days after the Department of Justice inspector general released a report
condemning FBI surveillance of Greenpeace, PETA, and Thomas Merton Center (a social justice and peace organization
in Pittsburgh, named after a Trappist monk), the FBI raided the homes and offices of peace activists in Chicago and the

Twin Cities.”

These and other FBI surveillance operations targeting activists prompted civil liberties groups, in March 2016, to write
leaders of the House and Senate Judiciary Committees asking for hearings to investigate the FBI's conduct. The groups
were particularly concerned about the FBI’s marshaling of “anti-terrorism” resources to target First Amendment-

protected activity and speech:
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“The FBI in particular has a well-documented history of abuse of
First Amendment rights. In recent years that abuse has
continued, including sending undercover agents and informants
to infiltrate peaceful social justice groups, as well as surveillance
of, documenting, and reporting on lawful political activity under
counterterrorism authorities. Among the groups and movements
recently targeted are the School of the Americas Watch (SOAW),

Occupy Wall Street, Black Lives Matter, and anti-Keystone XL

Pipeline activists.”®¢

As recently as February 2017, the Guardian reported that the JTTFs were investigating Standing Rock water protectors.
In at least three cases, according to civil rights lawyer Lauren Regan, JTTF members approached Standing Rock
advocates in what are called “knock and talks,” without warrants or subpoenas, seeking information about their dissident
activities. One of those officers was Andrew Creed, a Boston Police Department detective assigned to the Boston JTTF.8!
What Creed was doing trying to interview Standing Rock water protectors, under cover of “counterterrorism” authority,
and so far from Massachusetts, is unclear. What is clear is that the FBI and its JTTFs too often conflate activism that

challenges powerful corporations and the government with terrorism.

Recommendations

No state or local police department should collaborate with a federal agency that has done what the JTTFs have done.
Communities of color, immigrants, Muslims, and dissidents already have good reason not to trust the FBI. Those
concerns predate the Trump administration, but its outright hostility towards Muslims, immigrants, and dissidents

makes this divorce from federal agencies all the more urgent.

Some localities are already moving in this direction. In 2008 in San Francisco, advocates and local policy makers worked
together to change the police department’s policy so that it prohibited law enforcement from collecting information
about First Amendment-protected activity, unless officers have “articulable and reasonable suspicion to believe” that a
target is planning to engage or is engaging in serious criminal activity.®? That change in policy set the stage for a more

dramatic operational shift, when the SFPD formally removed its officers from the FBI's JTTF.83



On February 1, 2017, San Francisco Police Chief William Scott announced that, given the sea change in federal
leadership, his officers could no longer in good faith participate on the JTTF. “When that confidence is shaken,” the Scott

said, “we have to slow down for a minute and make sure that the public sees us as an organization that they can trust.”

Cities across the country should follow San Francisco’s lead: first, by establishing privacy-protective policies at the local
department level (policies as described in section two of this report); and second, by cutting ties with federal agencies
and programs such as the JTTFs when they do not follow similar civil liberties guidelines. Furthermore, state and local
officials should mandate that if any of their police officers are deputized as federal agents to work on federal task force
operations must abide by state and local law, not federal law, when the former is more protective of civil rights and
privacy. Our state and local police departments should not facilitate deportation, the use of immigration status as a
coercive tool to force cooperation with law enforcement, unconstitutional surveillance, or racial or religious profiling.

Unfortunately, partnerships with federal agencies like the JTTFs enable all of those things.

Implementing Local Checks against the Expansion of the Techno-
Surveillance State

Information-sharing policies and federal task force operations aren’t the only means by which state and local police have
been integrated into the national security architecture. The acquisition of cutting-edge surveillance technology at the
state and local level, frequently assisted by federal grant programs, has allowed federal agencies a deeper and more

penetrating view into life in our cities and towns than ever before.

There are only about 35,000 FBI employees nationwide®* but there are nearly one million police officers.8> When the
federal government equips state and local law enforcement with biometric data collection and other surveillance tools, it

exponentially expands its reach into our communities.

Simple, common sense policy solutions at the city and county level can ensure the types of surveillance technologies that
facilitate this expansion of federal power are only adopted after rigorous public debate, and with democratic oversight
and strict transparency requirements in place to regulate their use. In many cases, when communities have a full and
open debate about the costs and benefits of adopting new surveillance technologies, elected officials will vote to pass on
their adoption. In others, communities will be able to implement policies restricting data collection and sharing, to

protect vulnerable community members from federal overreach.

So far, in most of the country, the opposite is happening.



Usually in secret, law enforcement agencies across the country have spent the past fifteen or so years arming themselves
as if they were miniature military intelligence outfits. Federal grant programs from the Department of Homeland
Security and the Department of Justice have funded, to the tune of billions of dollars, state and local acquisitions of
surveillance tools such as license plate readers, biometric fingerprint readers, cell phone tracking devices, surveillance
cameras, listening devices, and even proprietary “predictive policing” software. Many of these technologies collect
information never before available to state and local cops, and sometimes in an indiscriminate and dragnet fashion. Too
often, a failure to require basic privacy policies to govern the use of these tools and the data they produce has left the
door open to federal agents rummaging around in the private comings and goings of residents of cities and towns across

the country—even when there’s no reason to believe the persons monitored are suspected of crimes.

For example, license plate readers allow law enforcement to collect huge quantities of location information showing
where drivers have been, and when.®6 These data are collected without any targeted criminal suspicion, and without any
judicial oversight. Many local license plate reader databases are accessible by federal agencies. In Vermont, for example,
license plate readers owned by state and local law enforcement send data to a centralized, statewide database. Over an
eighteen-month period in 2012-13, sixty-one license plate readers operating in the state captured nearly eight million
scans of drivers’ whereabouts.8” At least once during that time period, information from this database was shared with
U.S. Border Patrol.®8 A privacy impact assessment from the Northern California fusion center states that its license plate
reader database may be accessed by law enforcement agencies with “authorized law enforcement and public safety

purposes,” leaving the door open to sharing with ICE and the FBI.89

Electronic fingerprint and iris scanning readers also facilitate the transfer of sensitive personal information from state
and local law enforcement to federal authorities. In 2014, the NYPD announced it would spend $160 million to buy
35,000 handheld electronic fingerprint readers and 6,000 tablets enabling “fingerprint scanning, as well as enhanced
data collection in the field.?° In 2012, the NYPD faced criticism for delaying the processing of arrestees who refused iris
scans as part of the booking process.”! The NYPD is notoriously secretive about its internal surveillance operations, but
there’s no reason to believe the department won’t make its biometric data available to the FBI upon request, or even on

an ongoing, automatic basis.??

Local department acquisitions of technologies such as license plate, iris scanning, and fingerprint readers often fly under
the radar unless groups such as the ACLU or journalists dig around and investigate what’s happening behind the scenes.
But sometimes, efforts to keep surveillance technology acquisitions secret are orchestrated, conspiracy-style, by the
federal government. In 2015, for example, it became known that the FBI forced police departments to sign nondisclosure

agreements before acquiring cell phone tracking “Stingray” devices.?> These NDAs barred local law enforcement from
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telling the public, including officers of the court, about the existence of the technology. In at least one case, in Baltimore,
this secrecy agreement forced a local prosecutor to drop key evidence in a criminal prosecution because it came from a

Stingray, the use and existence of which the FBI didn’t want to acknowledge in open court.*

When state and local police departments acquire surveillance technologies in secret, civil liberties violations are
inevitable. In Baltimore, the police bought a Stingray device in total secrecy, without even informing the city council.
Acting in secret, the department used the technology thousands of times in criminal investigations. It wasn’t until the
department’s widespread use of the technology became public that a defense attorney was able to challenge the practice
in court, leading to a Maryland appellate court ruling requiring probable cause warrants for cell phone tracking.?> Had
the existence of the device remained secret, as the FBI had planned, the local department likely would have continued
using it without warrants in criminal investigations, in violation of the Fourth Amendment rights of thousands of

Baltimore residents.

Recommendations

Local governments can fight back against the transfer of huge quantities of information about residents from the local to
the federal level—and the corrosive secrecy that enables this violation of privacy—by instituting local laws and policies

requiring democratic transparency, oversight, and accountability over the surveillance technology acquisition process.

In 2016, officials in Santa Clara County, California, working with advocates including the ACLU, instituted such an

ordinance. The Northern California ACLU describes what that ordinance requires:

1. Informed Public Debate & Board Approval at Earliest Stage of the Process—Public notice, production and
distribution of an easy-to-understand Surveillance Impact Report and opportunity for meaningful public input

prior to seeking funding or otherwise moving forward with surveillance technology proposals;

2. Determination by Board That Benefits Outweigh Cost and Concerns—The Board expressly consider costs

(fiscal and civil rights) and determines whether surveillance technology is appropriate before moving forward;

3. Robust Surveillance Use Policy Approved by Board—Board approval of a Surveillance Use Policy with robust

civil rights, civil liberties, and security safeguards for all existing and new surveillance technology; and

4. Ongoing Oversight & Accountability—Proper oversight of surveillance technology use and accountability

through annual reporting and public review by the Board.%¢



In August 2017, the City of Seattle passed a similar law, beefing up an existing ordinance on the books since 201397
Organizers in more than fifty cities across the country, including Oakland, California, New York City, and Cambridge,
Massachusetts, are working to pass similar local laws. The ACLU has a model ordinance and resources available online

that elected officials at the local level across the country can use to implement similar policy reforms.?®

Transparency isn’t just important for its own sake, as a necessary prerequisite for democratic decision-making; it also
often leads to better decisions. When communities find out police departments intend to buy surveillance technologies,
they can take part in a public dialogue about the wisdom of adopting the specific tools. Oftentimes that transparency

directly results in a change of direction at police departments.

In Boston, for example, when the public learned about the Boston Police Department’s plan to buy a social media
surveillance system for $1.4 million, people were outraged. An ACLU-driven local advocacy campaign ultimately
succeeded in stopping the department’s plans. In January 2017, the police commissioner announced he would scrap the

request for proposals for the controversial system.??

The best way to prevent unlawful surveillance and the integration of state and local law enforcement into the federal
intelligence architecture is to stop the secrecy surrounding the acquisition of new surveillance tools. And the best way to

ensure transparency and accountability to local demands is to require it through local law.

Instituting Fair Information Practices at State and Local
Government Agencies

During his campaign and after his electoral victory, Donald Trump promised to create a national registry of Muslims.!%°

The federal government’s deportation machine is in high gear, threatening sanctuary cities with aggressive immigration
enforcement operations targeting undocumented people and mixed-status families.!°! In the face of these and other
threats from the federal government, the national surveillance and data-sharing apparatus left behind by the Obama
administration presents numerous challenges for cities and states seeking to defend the most vulnerable at the local
level. In many circumstances, the federal government relies on information collected by state and local governments.
That’s a good thing, when the federal government aims to provide services or funding to people in the states. But
information sharing can also cause substantial harm to the personal liberty and even safety of people who are targeted

by repressive federal government measures.

Recent state policy decisions pertaining to registry of motor vehicle databases provide a good example of how state

government initially can err—and then correct their mistakes—when it comes to instituting fair information practices.



In June 2016, a Government Accountability Office report revealed that the FBI had agreements with at least sixteen
states to access drivers’ license images stored in state registry of motor vehicles databases.!?? The purpose of these
agreements is to grant the FBI the ability to use these databases as facial recognition lineups. According to the 2016

GAO report, at least eighteen other states were in negotiations with the FBI to establish similar agreements.

The increasing use of facial recognition technology by federal agencies relying on state and local databases is a crisis
states must immediately address. As Jake Laperruque of The Constitution Project has observed, “the FBI's Next
Generation Biometric Identification Database and its facial recognition unit, FACE Services, can already search for and
identify nearly 64 million Americans, from its own databases or via its access to state DMV databases of photo IDs.” The
end result of this information sharing could very well be the end of privacy and anonymity in public. As Laperruque
writes, soon the “government will be able to find out who you are, where you've been and when, and who you've
associated with simply by putting your name into a search bar.”’%3 In signing agreements to share drivers’ license images
with the FBI, states are enabling one of the most troubling and far-reaching surveillance programs in the history of the

country.

In Vermont, as it turned out, the agreement the state made to grant the FBI access to its state drivers’ license database
violated state law. When the ACLU became aware of it, advocates pushed state policymakers to reverse course and end
FBI access to the massive data trove of Vermonters’ facial images. But across the country, even if they don’t expressly
violate state laws, these agreements with the FBI violate fair information practices guidelines cautioning against using
information collected for one purpose for a totally different purpose. In this case, information collected for the purpose of
providing drivers with licenses is being used in the equivalent of a massive, federal mug-shot lineup. When people sign

up for a drivers’ license, they do not consent to or knowingly submit to inclusion in such a line-up.1%*

In some cases, local governments can prevent the misuse of information about populations at higher risk for federal
government repression, such as undocumented persons, by creating alternative information practices.In New York City,
for example, immigrants rights advocates long fought for municipal identification cards, partially as a means of assisting
undocumented people in their daily lives. The advocates said these cards would enable New Yorkers—documented and
not—to access city services and to obtain library cards, open bank accounts, and visit their children in school. The New
York Civil Liberties Union urged the city to attach benefits to the municipal identification cards, to encourage a diverse
range of New Yorkers to apply for them. That way, if citizens and undocumented people sought the IDs, the cards

wouldn’t be a proxy for someone’s citizenship status.

Unfortunately, when legislation authorizing the municipal ID system came up for a vote in July 2014, the New York

affiliate of the ACLU couldn’t support it. As the NYCLU wrote, the bill
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“provides for the city to copy and store people’s most sensitive
documentation, like pay stubs, social security numbers, and even
their children’s educational records. In this bill, the city has not
done enough to protect those documents from being used by law
enforcement. The NYPD, FBI, DHS and others can request these
documents without having to show probable cause. . . . While the
NYC ID will bring benefits to many people, we are disappointed
that the city is inviting New Yorkers to gamble with the stakes as
high as prosecution or even deportation.%%“

Government agencies as a matter of course must collect, maintain, and share information in order to fulfill their
missions. But how they do that matters—not only for protecting individual security, but also for ensuring civil rights and

liberties.

One often overlooked thing state and local governments can do to protect vulnerable communities is to follow fair
information practices. That may sound dull, but its implications for protecting civil rights and civil liberties—particularly

after a crisis like 9/11 or a drastic change in political leadership—are enormous.

Fair information practices can play a critical role at times like this, ensuring that information collected for one purpose
won’t be used for another, and mandating that individuals have the power to access and correct information about
themselves. In an age of “big data” and algorithmic decision-making, rules such as these and other fair information

practices and principles are central to keeping our communities safe from federal government overreach.'?6

Recommendations

City and state agencies should review their existing data protection policies and procedures, and where necessary, make
changes to align them with fair information privacy practices. The Organization for Economic Cooperation and
Development’s (OECD) landmark information privacy guidelines are an important touchstone that should serve as the
basis for all data privacy policies and regulations. These rules, formally called the OECD Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data,'” known as the OECD Fair Information Practices, require the

following:



. Collection Limitation Principle: There should be limits to the collection of personal data and any such data
should be obtained by lawful and fair means and, where appropriate, with the knowledge or consent of the data

subject

. Data Quality Principle: Personal data should be relevant to the purposes for which they are to be used, and, to

the extent necessary for those purposes, should be accurate, complete and kept up-to-date.

. Purpose Specification Principle: The purposes for which personal data are collected should be specified not
later than at the time of data collection and the subsequent use limited to the fulfilment of those purposes or such

others as are not incompatible with those purposes and as are specified on each occasion of change of purpose.

. Use Limitation Principle: Personal data should not be disclosed, made available or otherwise used for purposes
other than those specified in accordance with [section 3] except a) with the consent of the data subject; or b) by

the authority of law.

. Security Safeguards Principle: Personal data should be protected by reasonable security safeguards against such

risks as loss or unauthorised access, destruction, use, modification or disclosure of data.

. Openness Principle: There should be a general policy of openness about developments, practices and policies
with respect to personal data. Means should be readily available of establishing the existence and nature of
personal data, and the main purposes of their use, as well as the identity and usual residence of the data

controller.

. Individual Participation Principle: An individual should have the right: a) to obtain from a data controller, or
otherwise, confirmation of whether or not the data controller has data relating to him; b) to have communicated
to him, data relating to him within a reasonable time; at a charge, if any, that is not excessive; in a reasonable
manner; and in a form that is readily intelligible to him; ¢) to be given reasons if a request made under
subparagraphs (a) and (b) is denied, and to be able to challenge such denial; and d) to challenge data relating to

him and, if the challenge is successful to have the data erased, rectified, completed or amended.

. Accountability Principle: A data controller should be accountable for complying with measures which give effect

to the principles stated above.



State, county, and municipal government agencies across the United States collect extremely sensitive information about
hundreds of millions of people in the course of their daily business. Fair information practices should guide how these

agencies collect, store, share, and purge these sensitive data.

A 2017 report from Harvard’s Berkman-Klein Center for Internet and Society provides even more detailed advice for
local governments, using a risk and benefit model.'°® Governments should use both the OECD’ guidelines and the
Berkman report as resources in establishing sensible, privacy-protective policies that will enable agencies to fulfill their

missions while doing the utmost to protect local residents from federal overreach.

Additionally, as NYCLU maintained in the case of NYC ID, state, county, and municipal agencies must implement
policies requiring judicial search warrants before disclosing information to law enforcement. Too often, agencies use
vague language enabling the disclosure of information to law enforcement without warrants. When governments collect
sensitive information about their residents, they must ensure this information is walled off from law enforcement search
and seizure absent a showing of probable cause. Doing so will protect both citizens and undocumented people from
government fishing expeditions predicated on someone’s race, religion, or First Amendment protected speech or

association.

In Massachusetts, the introduction of all electronic tolling on the MassPike presented an opportunity for activists to
push for the adoption of fair information practices to the sensitive location information collected by the state’s
Department of Transportation, MassDOT. While the final MassDOT data policy didn’t explicitly require that law
enforcement obtain warrants to get access to stored location data, the department included, for the first time ever, a data
retention schedule, requiring that information be deleted when it’s no longer needed for tolling purposes. These types of
policies are critical interventions state and local governments can make to ensure they aren’t inadvertently putting their
residents at risk by amassing enormous and sensitive data troves about them. If the data don’t exist, they can’t be

exploited or misused by the federal government or anyone else.

Conclusion

Across the United States, cities and towns large and small are struggling to protect low-income people, people of color,

and immigrants from a federal actions that seem to grow crueler and more vicious by the day. But inspiring progressive
rhetoric about “resistance” from well-meaning politicians isn’t enough. Those elected officials must match deed to word.
This report provides a roadmap that, if followed, will align constituents’ desires at the state and local level with concrete

policy reforms to make real the promise of freedom and civil rights for all.
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Policymakers across the country will find vocal support for these reforms among their constituencies. In New York City,
activists formed the Coalition to End Broken Windows to demand the city stop “quality of life” policing, divest from
police, and invest in communities of color. The coalition uses a mix of public education, protest, and direct advocacy to
raise awareness about and demand changes to policing in New York City. In June 2017, the coalition co-sponsored a
Town Hall event in Brooklyn, where elected officials were held to account for the actions of the NYPD. Among attendees
was Brooklyn District Attorney Eric Gonzalez. The coalition also organizes #SwipeltForward, a public education and
advocacy campaign to encourage New Yorkers to share their Metrocards with other riders. Every time New Yorkers
swipe it forward, they make sure a low-income person doesn’t face the threat of arrest for jumping a turnstile—and they
learn about the extreme racial disparities in arrest rates for turnstile jumping in the city.!%?

Likewise, in Boston, activists are organizing to demand that the Boston Police Department change its policy to forbid the
collection and sharing of information about people who are not suspected of criminal activity. A coalition comprised of
immigrants’ rights, religious, civil rights, and community groups has united to demand the Boston police stop sharing
information with federal agencies about people who aren’t suspected of crimes, because the information sharing puts
Boston residents at grave risk of deportation or harassment.!® The activists are also calling for the Boston police to
withdraw from the FBI’s Joint Terrorism Task Force. One of the tactics the coalition is using is to highlight the distance
between rhetoric and policy in the city. The Mayor and police commissioner have publicly spoken in defense of the city’s
immigrant population, but those nice words ring hollow if police policy allows law enforcement to share information

about Boston residents that can put them in harm’s way.!!!

Organizers from Cambridge, Massachusetts to Berkeley, California are fighting for local laws to require a transparent,
democratic public process before law enforcement can buy new surveillance technologies. Those efforts have borne fruit
in places such as Santa Clara County, California and Seattle, Washington, where local elected officials worked with

advocates to institute bold, progressive, local law reform to rein in secret surveillance operations.

For people who care about civil rights and civil liberties, these are challenging times. But despite the bluster and
regressive policy coming from the White House, people across the country have substantial power to shape the present
and the future from the ground up. The federal government has a lot of influence, but that influence has limits. And
particularly in the criminal justice context, laws and policies at the state and local level are often more important than
their federal counterparts. As this report demonstrates, state and local officials can strategically throw sand in the gears
to protect their communities from a malicious federal administration. Doing so will have the benefit of strengthening

civil rights and civil liberties for all people for generations, no matter who is in power at the federal level.
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Rhetoric alone won't protect vulnerable residents from the excesses of federal agencies. It’s time for state and local policy
makers to step up and protect their constituencies by working with impacted communities to institute the bold policy

reforms laid out in this report.

The ACLU of Massachusetts

This report is co-published in partnership with with the ACLU of Massachusetts.

The ACLU of Massachusetts—a private, nonpartisan organization with more than 72,000 supporters across the
Commonwealth and over 100,000 online activists—is a state affiliate of the national ACLU. We defend the principles
enshrined in the Massachusetts Declaration of Rights as well as the U.S. Constitution and Bill of Rights. Learn more

about the history of the ACLU of Massachusetts, the range of issues we cover, and the national ACLU’s work and history.
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