LONGSIGHT

Think ahead. Think cpen.
SAKAI SERVICES AGREEMENT

THIS AGREEMENT ("Agreement”) s between Longsight, Ine. ("Longsight™), with is principal place of business located at 5003
Rackside Road, Suite 600, [ndependence, Ohio 44131 and the University of South Alabama ("Client™), with its principal place of
business located at 307 N University Blvd 130, Mobile, AL 36608,

RECITALS

WHEREAS, Longsight is enguyed in the business of computer application development, including technical consulting services,
software development and maintenance,

WHEREAS, Longsight is engaged in the business of providing Internet web site hosting and related services:

WHEREAS. Client wishes 10 utilize the services ol Longsight in connection with the development, implementation and hosting of
certain software idemified as Sakai (the “Software”),

NOW, THEREFORE, Longsight and Client ugree as follows:
L. Scope ol Work aud Hoxsting

Al Longsight will perform the services deseribed in Exbibit A, Scope of Work, aceording to the specitications and completion
times set fortly therein,

. Client will cooperate with Longsight's reasonable requests or infermation and data necessary for the completion of the
Wotk. Any delay in the Work due to actions or inactions by the Client entitles Longsight 1o extend the completionvdetivery dare upon
natifying the Client by the tme equivalent to the perfod of any such delay.

. Hosting services will be provided according to (he terms deseribed in Longsight's *Service Level Agreement”™ u copy of
which is uppended to this agreement as Appendix |,

. Longsight and Client will abide by the “Aceeptuble Use Policy” and “Security and Privacy Policies” attached as Appendices
2and 3 respectively,

2. Price and Payvment Terms

Prices are defined (n Exhibits B. Fees are invoiced in advanee. Terms are net 30 days; 1.5% per munih late fee will apply 1o any
undisputed payment 30 days overdue from itg payment due date.

3 Ferm and Termination

Al Phis Agreement will hecome cfivctive on the date of the fast signature {the “Effective Date™} und remain in effect for three
years unless earlier wrminated as provided herein,

B. Client may werminate this Agreement without cause upon at feast forty-five {43) days written notice to Longsight, Longsight
may terminate this Agreement without cause upon ul least forty=five (45) duys written notice w Client. Either party may terminate this
agreement upon wrilten notice for material breach, provided, however, that the tormvinating parly has given the other panty af feast
forty-five (43) duys written notge of and the vpportunity to cure the breach, Termination for breach will not alter or affect the
termmnating party's right to exercise any other remedies for breach. In the event of wermination, Client agrees o pay Longsight lor all
of Longsight's Work perfornted up 1o the date of wermimation.

C. Thirty (303 days prior to any tenmination of this agreement. Longsight will transter elecuronically all of Clent's data and
devetoped software to Client. Withis thiety (30) days following any termination, all client daa will be removed from Longsight
servers and mass storage systems. Both parties will cooperate and offer reasonable assistance as required in conpection with the
transter or rermination of the servicey.
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4. Client's Warranties and Obligations

A Client is responsible for providing all equipment andor soltware necessary Lo decess the hardware and systems provided by
Longsight, Client agrees to adhere fo Longsight's Acceptable Use Policy, o copy of which is appended to this agreement as Appendix
2. The Acceptable Use Policy may be modified from thme to ime in Longsight's sole discretion. Longsight will notify Client ol any
changes (hirty (30} days prior to the changes beeoming effective. Changes in the Aceeptable Use Policy will apply only if the new
policy does not materially change the work condueted under this agreement. Failure by Client w adhere to the Acceptable Use Policy,
or any modifications thereto will constitute a material breach of this agreement,

B. Client and Longsight hereby represent to cach other, and agree that during the 1erm of this Agreement both will use best
cfforts to scc that {a} Client is the owner or valid licensee of all dat and/or content it will upload in conjunction with the Services (the
"Content”), and that Client and Longsight have secured all necessary licenses, consents, permissions, waivers and releases for the use
of the Content and soflware and each element thereof, including without limitatfon, all radenarks, logos, names and fikenesses
contained therein, withoul any obligation by Longsight to pay any fees, residuals, guild puyments or other compensation of any kind
to any persoty (b Client's and Longsight™s use, publication and display of the Content will not infringe any copyright, patent,
trademark, trade secret or other proprictary or intellectual property right of any person, or constitute a defamation, invasion of privacy
or violation of any right of publicity or any other right of any person, including, without limitation, any comractual, statutory or
common law right or any "nyoral right" or similar right however denominated; () Clienr and Longsight will comply with afl
applicable laws, rules and regulations regarding the Contemt and sofiware and will use the services only for fawful purposes: (d) Client
and Longsight have used best efforts (o ensure that the Content and soliwure are and will at all imes remain free of all computer
viruses, worms, Trojan horses and other type of malicious code.

C. Chient will cooperate fully with Longsight in connection with Longsight’s performance of the Services, Either party will
wnmediately notily the other party efany change in mailing address, telephone, e-mail or other contact information..

A Ownership of Intelfectual Property

A, Undess Chent specifically requires otherwise in Exhibit A, Longsight will license the Software developed pursuant to this
Agreement under the License presented here as Exhibiz C.

8. Longsight will ensure that Client has access to all source code developed pursuant t this Agreement in a form that permits
both the continued operation and development of the Suitware.  Longsight will provide Cliem a complete copy of atl open source
program code developed pursuunt to this Agreement (exclusive ol underiying operating systems) and datz at any time charging tUme
and materials at the rates in Exhibit A,

C. The parties sgree that as between them, all rights including a1l inteliectual property rights in and o Client and end user duta
shail remain the exclusive property of Client, and Vendor has a Limiled, nonexclusive license to use these data gs provided in this
Agreement solely for the purpose of performing its obligations hereunder. This Agreement does not give a party any rights, implied or
otherwise, to the other’s data, content, or intellectual property, except as expressly stated in the Agreement.

0. Unless otherwise speeified in writing, any feedback, data, answers, questions, comtnents, suggestions, ideas or the like that
Ctient sends to Longsight refating 1o the Services will be treated as being confideminl and proprictary. Longsight may use, disclose or
publish any weus, coneepts, know-how or teehniques contained in such information for any lawful purpose with advance writien
consent of Client,

K. Each party’s rademarks, trade names, service marks, logos, other names and marks, and related product and service names.
design marks and slogans are the sole and exclusive property of such party. The other party will not use any of the foregoing in any
advertising, publicity or in any other commercial manner without the prior written consent of the party that owns the foregoing.
Longsight will maintain and control ownership of all Internet protocol numbers and sddresses that may be assigned by Longsight 1o
Chient with Client’s consent, Longsight may. in its sole diseretion, change or remaove any and all such Intemel protocol numbers and
addresses afier reasonable advance noties to Client,

Longsight, nc. A Pae 2
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6. Confidential Information

A Client and Longsight agree mutually 1o maintain the confidentiality of information identificd by the other in writing as such
except to the extent that such disclosure or use is reasonably necessary to the performance of Work, or is required to be disclosed by
law.

B. During the term of this Agreement, the Client may diselose to Longsight, or Longsight may obtain aceess to, develop or
create non-public documents or information regarding the Client, its students, employees, agents, partners, or representatives,
including withouwt Hmitation, personal information, charge card and/or credit data, identifiable student infarmation, work product
resulting from the Services, proprictary and confidential information or material conceming or related to the Client's general
academie, institutional affairs or other proprictary operationy (“Client Confidentis] Information™). Longsight acknowledges the
confidential character of the Client Confidential lnformation, and agrees and scknowledges that the Client Confidential Information is
the sole, exclusive and valuable property of the Client. Accordingly, Longsight shall maintain such Client Confidential Information us
strictly confidential and agrees not to reproduce or divulge any of the Client Cordfidential Information without the Client's prior written
consent and not to use the Client Confidential Information except in the performance of this Agreement, whether during or sfter the
term of this Agreement. All Cliem Confidential Information shall remain the property of Client.

C. These obligations of confidentiality will extend for a period of one (1) year alter the termination of this Agreement, but will
not apply with respect 1o information that (s independently developed by the parties, tawfully becomes a part of the public domain, or
of which the parties gained knowledge or possession free of any conlidentiality obligation, or is otherwise required to be disclosed by
law,

7. Warranty and Disclaimer

Longsight warrants the Work and Services will be perfonmed in a workmanlike manner, and in conformity with generally prevailing
industry standards. Client must report any material deficiencies in Longsight's Work to Longsight in writing within ninety (90) days of
Client's receipt of the Work, Client's exclusive remedy for the breach of the abuve warranty will be the re-performance of Longsight's
Work within @ conunercisily reasonable time. THIS WARRANTY IS EXCLUSIVE AND IS IN LIEU OF ALL OTHER
WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING ANY WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE AND ANY ORAL OR WRITTEN REPRESENTATIONS, PROPOSALS OR
STATEMENTS MADE ON OR PRIOR TO THE EFFECTIVE DATE OF THIS AGREEMENT, LONGSIGHT EXPRESSLY
DISCLAIMS ALL OTHER WARRANTIES.

8. Limitation of Liability, Indemnification

Neither party will be liable 1o the other for speeial, indirect or consequential damages incurred or suffered by the other arising as a
result of or related to the performance of Longsight's Work, or intelleetual property or privaey claims, whether in agreement, tort or
otherwise, even if the other has been advised of the possibility of such loss.or damages. To the extent allowed by law, each party will
indemnify and hold the other harmless against any clains brought against the other party arising out of or in conjunciion with cither
party's breach of this Agreement, as well as all reasonable costs. expenses and attorneyys’ fees incurred thercin provided, however, that
nuither party shall be responsible for indemnifying the vther party against any and all claims arising solely out of the scts ot omissions
of the other party. Both party’s total lability under this Agreement with respeet to the Work, regardiess of cause or theory of
reeovery, other than damages arising from data breaches as described in Appendix 3, will not exceed the fees paid by Client to
Longsight for this scope of"work prior to the date the claim arises.

9. Relation of Parties

The pertormance by Longsight of its dutics and obligations under this Agreement will be that of an independent contractor, and
nothing in this Agreement will create or imply an agency relationship between Longsight and Client, nor wilf this Agreement be
deemed to constituice a joint venture or partnership between the parties,

18, Employee Solicitation/Hiring

During the peried of this Agreement and for twelve (12) months thereafier, neither party will direetly or indirectly solicit or offer
employment to or hire any emplayee, former employee, subcontractor or former subcontractor of the ather, The terms "former
emplovee” and "former subcontugtor will melude only thase emplayees or subcuntractors of either party who were employed or
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ulilized By that party within six (6) months immedintely prioc 1o the alieged vielation, The restrictions in this Section do not apply to
general soliciations of employment not specifically direeted owards ¢mployees of Longsight ot the Client, as the case may be, or
hiring which results from such general solicitation.

1. Removed

12. Xon-assignment

Longsight may not assign this Agreement. or arty interest thereunder, without the prior wrilien consent of Client, Longsight may not
subcomtract for the performance of any work under this Agreement without the prior written approval of Client,

13, Severability

Ifany term of this Agreement is found to be unenforceable or contrary 1 Jaw, it will be modified to the least extent necessary to rmake
tenforeeable, and the remaining portions of this Agreement will remain in full force and elfect.

14, Force Majeure

Neither party will be held responsible for any delay or failure in performance of any part of this Agreement to the exsent that such
delay is coused by events or ciscumstances beyond the delaved party’s rensonable control.

18, Waiver and Modifieation

The waiver by any party of any breach of covenant will not be construed (o be a waiver of any succeeding breach or sny other
covenant, All waivers raust be in weiting, and signed by the party waiving its rights. This Agreement may be modified only by a
written instrurient exeouted by authorized representatives of the partics hercto.

16.  Entire Agreement

This Agreement, together with sny anlachments relerred to herein, constitutes the entire sgreement between the parties with respect 10
15 subjeet matter, and supersedex all prior sgreements, propusals, negotiations, representations or convnunicntions relating 1o the
subjeet matter, Both purtios ackuowledge that they have not been induced (o enter inta this Agresnient by uny repregentations or
promises not specifically stuted herein,

IN WITNESS WHEREOF, the partics have exm:;xtrxf this Agreement by their duly aathorized cepresomatives,
For Longsight, Inc, For The University o'South Alabama
20 A0, 0 s [ Doy
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Date: b ( @ / BZ) Date: ("/3/“’

Signature: ¢
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EXHIBIT A: SCOPE OF WORK

Migrate ¢cede and content from the Client’s existing instances of Sakai into the Longsight hosted environment, Client may clect to
upgrade the migrated instance 1o the community release at this time or later, The production instances shall be available for client
testing within one week of the full transfer of required data o Longsight,

Migrate and mainfain pouts of integration for both authentication and student information systems to provide easy, appropriate
and seeurg access o Sakai and to manage courses and enrollment.

Carry forward the existing branding. Skin updates will be made upon reguest by Client.

Maintain the current release of Sakat on servers provided by Longsight with an architecture designed for kigh-performance and
rehiability, Longsight's Service Level Agreement pledges 100% availability at the application level for production instances.
Sakai will run on multiple, redundant and load-balunced web applivation and database servers,

Provide 4TB of mass storage. Additional mass storage is immediately available.

Provide unlimited bandwidih for agcessing the dedicated instance of Sakai,

Test and install stuble upgrades and tools in close coordination with designated statl members so as rot (o disrupt course work,
No upgrade will be forced or scheduled withous prior approval from designated staff,

Administer and maintain the integrity ol the servers on which Sakail runs. Provide comprehensive, redundant data backup
(uightly) services (located in one or more of AWS US regions) as part of our routine support for Sakai (fees may apply o
testoration of user-deleted content),

Menitor the performance ol Sakat continuously and address server-side factors that limit performance.

Sccurely provide twice cach contract year a copy of backup files {code and content),

tost one separate and dedicated development instance of Sakai for purposes of testing and experimentation throughout the 1erm
of the Agreement, This instance will be provided in a separate “container” that is isolated from the production system to eliminate
disruptions and will be periodically syneed with production data, This instance will contain a sumpling of production data (not a
full copy).

Integrate any service or application for which there is open source code to create the integration, or for which the vendor supplics
the approprisie code:

Provide secure access to Longsight's Sakai Administrative Portal for designated Client staif,

In additien to the abave core services, provide 100 hours of Tier 2 support per year, Up to five designated Client staff members
can access this support. 24x7 services are included.

* Suppost for roatine (non-emergency) Tier 2 issues is provided by enil (supportiélongsight.com) and web site
(supportlongsight.com} 24 hours a day, 363 days each year with a target response within four business hours (Monday
through Friday, 8AM-8PM ET) and a target resolution within 24 business howrs,

* Support for emergency problems (e.g., outage, service inaccessible) is provided by telephone {740-599-5005) and
answered immediately by Longsight staff. Notification of eimergency issues can also be submitted by email
tsupport@longsighLeom) or web site (support longsight.com} however: response by Longsight staff is not gusranteed to be
immediate.

Longsight, Inc. ' R o S T Page5
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EXHIBIT B: COST TABLE
BASED ON THREE -YEAR TERM
MIGRATION :
Migrate Databases

Maintain Integrations (Authentication and SIS)
Maintain Branding

Testing and Verification

Final Sync

Move to Production

Additional Transition Activities

May 25, 2016

INCLUDED
INCLUDED
INCLUDED
INCLUDED
INCLUDED

INCLUDED
$150 / HOUR

MIGRATION COSTS s
| RECURRING /{ ONGOING CORE SERVICES

$5,000

$139,000/YR

Production Sakai provisioned for 5,000 concurrem logins

Proyide, maintain, replace and administer servers INCLUDED
Mass storage allocation 4TB INCLUDED
Unlimited bandwidth INCLUDED
Install Sakal upgrades, tools and patches INCLUDED
Remote nightly backup INCLUDED
Monitar performance with alerts INCLUDED
Ong dedicated development instance for testing INCLUDED
Monthly proactive support meetings INCLUDED
Access to Sakai Administrative Portal for detailed reporting INCLUDED
Tier 2 Support: 24 x 7 x 365 phone, email, web 100 HOURS INCLUDED/YR
TOTAL COSTS (first year) $144,000

TOTAL COSTS (second and third years)
LIPTIONAL SERVICES

Onsite Training

Online Training

New feature development (Tier 3 support)
Additional content migration

Additional mass storage

Adgditional Tier 2 support hours

Restoration from backup services

Access to other Tiers of Sakai Data for Analytics

L.ongsight, Ine,

$139,000/YR

$2.50C / day / trainer

$400 / session

§175 { HOUR

$150 / HOUR
$3,000/TB/ YEAR
$150 / HOUR

8175 / HOUR

See Sakai Data flyer




EXHIBIT C: EDUCATIONAL COMMUNITY LICENSE V2.0
Copyright (¢} 2016, The University of South Alabama and Longsight, Inc.

Licensed under the Educational Community License, Version 2.0 (the "License™); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

Tipe owww opensaurce oredicensessecl 2 php

Unless required by applicable faw or agreed to in writing, soltware distributed under the License i distributed on an "AS 1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific language
governing penmissions and limitations under the License.
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Appendix 1
Service Level Agreement for Services
1) Coverage; Definitions

This Longsight Service Level Agreement (SLA) applies to clients that have contracted for web hosting or web services [tom
Longsight, Ine.{"Longsight”).

Ag used herein, the term "Web Services Availability” means the porcentage o s particular month (based on 24-hour days for the
number of days in the subject monthy that the content of ¢lient's web service is nvailable for access by third parties via HTTP and
HTTPS, as measured by Longsight.

1) Service Level

Longsight's goal is o achieve 100%% Web Service Availabitity Lor all cliens,

Remedy:

Subject to Sections 3 and 4 below, i the Web Serviee Availability of client's web service is less than 100%, Longsight will issue a
credit to client in accordanee with the following schedule, with the eredit being caleulated on the basis of one month's hosting costs

{or the affecied Services:

Web Service Availability Credit Percentage:

10U% 07
99.999% wy 1004 1%
49.99% to 99.999% 2%
99.9% 10 99.99% 5%
99% 10 99.9% 7%
90% 10 99% 16%
Below 90% 100%

Credit remedies do not apply to monthly fees charged for support of applications.
33 Exceptions

Client shall not receive any credits under this SLA in connection with any failure or deficiency of Web Serviee Availability caused by
or assoctated with:

*  circumstances beyond Longsight's reasonable control, including, without limitation, acts of any governmental body, war,
msurrection, sabotage. armed conflict, embargo, fire, flood, suike or other labor disturbance, interruption of or delay in
transpuortation, unavailability of or interruption or delay in telecommunications or third party services, virus attacks or
hackers, failure of third party software (including. without limitation, ccommerce software, payment gateways, chat, statistics
or free scriptsy or imability o obtain raw materiads, supplies, or power used in or equipment needed for provision of this SLA;

*+  {atlure of aceess circuits to the Longsight network, unless such failure is caused solely by Longsight

+  scheduled maintenance and emergency maintenance and upgrades;

¢ DNS issues outside the direct control of Longsight;

*ssues with FTP, POP, IMAP or SMTP client access;

*  Inlse SLA breaches reported as a result of outages or errors of any Longsight measurement system:

+  clienl's atts or omissions (or acts or omissions of others engaged or awthorized by client), including. without limitation,
custom seripting or coding {e.g., CGL Perl, HTML, ASP, eich, any negligence, willful misconduct, or use of the services in
breach of Longsight's Acceptable Use Policy:

s c-mail or webmail delivery and transmission:

* [INS (Domain Name Server) Propagation.

* outages elsewhere on the Internet that hinder aceess to your account. Longsight is not responsible for browser or DNS
caching that muy make your site appear inaceessible when others can still access it Longsight will guarantee only those arcas
considered ander the control of oragreement by Longsight: Longsight server links to the Internet, Longsight's routers, and

Longsight's servers.

L(
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4) Probleny escalation

Tier | problem reports (end user issues such ag student and faculty inquiries) will typically be handled by client or client employees
but may be escalated by the client to Tier 2 status,

Tier 2 reports {questions about the operation of supported services, reports of software bugs, requests for feature additions, ote.) will
be submiued to Longsight via email, by phone or during the routine monthly conference calls and handled on & priority basis, Tier 2
prablent reports will be counted against the contracted snnual allocation of support hours,

All emergency repores concerming web service availability, outages or other conditions that broadly affect the client’s services shall be
reported by telephone {preferved) or by emul.

All problem reports will be submitted by elient employees to supportédlonesinhi.com or by telephone o the Longsight offices (1-740-
599-5003).  Email reports Jow immediately into Longsight™s problem trucking systems and will be condirmed by return email, Phone
reports will be entered into the problem tracking system when received.

In the gvent that the client’s services are inaccessible for a period of more than four (4) hours, Longsight will arrange for a conference
call with client stafl members w0 discuss the situation and plan for recovery.

Longsight, Inc, S ) ] o ’:19
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Appendix 2
Acceptable Use Policy

As 4 provider of Internet services, Longsight, Inc. {"Longsight) recognizes that the Internat provides a invaluable platform for
dissemination of information, however, Longsight reserves the right to take certain preventative or carrective actions when conflicts
arise in the use or distribution of this information. This Acceptable Use Policy ("AUP") supplements cach Client's hosting agreement
and is intended as a guide to the Client's rights and obligations when using Longsight's services. 17 the Client or Clicat’s constituents
engage in any of the activities prohibited by this AUP document, Longsight will contact designated Client staft. Depending on the
nature of the conflict, Longsight may suspend or terminate the Client’s services,

This policy is designed o help protect Longsight, Longsights Clients and their constituents, and the Internet community in general
from irresponsible or, in some cases, illegal activities, The Pelicy is a non-exclusive list of the actions prohibited by Longsight,
Longsight reserves the right 1o modify the Poliey at any time in which case the Client will be notified by email of the change at teast
forty-five (43) days prior to uny chunge wking effect,

Prohibited Uses of Longsight Systems and Services:

1. Transmission, distribution or storage of any material in vielation of uny applicable law or regulation is prohibited. This includes,
without limitation, meterial protected by copyright, trademark. trade seeret or other intelfeetual property right used without proper
authorization, and material that is obscene, defamatory, constitutes an itlegal threat, or violates export control laws.

2. Sending Unsolicited Bulk Email ("UBE". "spam"). The sending of any form of Unsolicited Bulk Email through Longsight's servers
is prohibiied.

3. Running Uneonfirmed Muiling Lists. Subscribing email addresses 10 any mailing list without e express and verifiable permission
of the vimail address owner is prohibited.

4. Advertising, transmitting, or otherwise making available uny software, program, product, or service that is designed fo violate this
AUP or the AUP ol any other Internet Service Provider, which ineludes, but is not limited to, the facilitation of the means to send
Unsolicited Bulk Email, initiation of pinging, flooding, mail-bombing, denial of service wtacks.

3. Operating en aceount on behall of, or in connection with, or reselling any sevvice to, persons or firms thut have been blacklisted
{e.g.. listed in the Spamhaus Register of Known Spam Operations (ROKSO} database at wwiv.spamhaus.org/rokso).

6. Unauthorized attempis by @ user 10 gain access to any account Or Compuier resource not belonging to that user {e.g., "cracking”).
7. Obtaining or attempting to obtain service by any means or devi¢e with intent to avoid payment.

&, Unauthorized access, alteration, destruction, or any atterapt thereof, of any information of any Longsight Clients or end-users by
any means or device,

9, Knowingly engage in any activities designed to harass, or that will cause g denial-of-service (e.g., synehronized number sequence
atacks) Lo any other user whether on the Longsight network or on another provider's network.

10, Using Longsight's Services to inrerfere with the use of the Longsight neovork by other Clients or authorized users.,
Client Responsibility for CHent's Users

Each Longsight Client is responsible for te activities of its users and, by accepling service from Longsight, is agreeing (o ensure that
its Clients/eepresentatives or end-users abide by this Policy. Compaints about Clients/representatives or end-users of' ¢ Longsight
Client will be forwarded 1o the Client’s designee for aetion. [f violations of the Longsight Acceptable Use Policy occur, Longsight
reserves the right to suspend services or take action to stop the offending Client from violating Longsight's AUP as Longsight deems
appropriagte,  As much advance notice as possible will be provided to the Client’s designee, however in urgent cases, services may
have to be suspended immediately and without advance notice until a resolution can be coordinated with the Cliemt,

Longsight, Inc. ' Page 1
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Client Responsibility for Client Content

Ownership of content is covered in the hosting agreement associated with this Policy.  Each Longsight Clientis fully and exclusively
responsible for all content hosted by Longsight within the contracted domainésy, Longsight does not review, edit, censor, or tuke
responsibility for any information Longsight Clients or their constituents may ereate, Longsight may be called upon 1o restore content
and 1o assist with content management, but Longsight will not ereate content within the contracted domain(s) or host any content
without the Client’s approval.

Questions about this Acceptable Use Policy should be directed to yiformationilongsishteon

Longsight, Inc, A A Pag 12
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APPENDIX 3
SECURITY AND PRIVACY POLICIES

The purpose of this document is o specify Longsight's policies with regard to information scourity and privacy, The docurment is
reviewed annually and maintained by Longsight executives, The (arget audience for the policies is both Longsight employees as well
as Longsight clients,

1. Data Access
1.1, Gieneral

111, Data access will be limited fo those with a "need 1o know” and controlled by Client. Client will mamtain accorate
dguthentication and authorization datd to determine sccess within the Client instance of a Longsight-hosted or managed
service. Longsight s not responsible for the security of Client’s authentication services or Client passwords that are
compromised outside of Longsight-hosted services,

1,2, Physical access:

1.2.1. Longsight dat centers will provide 24x7 staffing with escorted access provided only to specifically authorized, full-
time Longsight emiployees.  Data center sl will provide supervised secess to hardware repatr representatives only
with Langsight’s specific approval,

L.2.2. Duia exchanges will wke pluce using encrypting protocols over secure neiwork connections.  Only under exceptionsd
circumstances should Longsight employees store or transport any client data on personal or company-provided mobile
devices (lopiops, netbooks, smartphones. portable storage devices, s2e.). I such storage is needed, data shall be stored
fior as little time as pogsible and always encrypted and password protected.  Any exceptions must be reported
inmediately to @ Longsight managing officer.

1.3, Virtual secess:

1.3.1. Longsight cmployees’ access to client services and systems will be managed through one centealized LDAP
authentication service. This will provide a single pointof management for staff aceess as well as convenience so that
staffcan follow the credentialing requirements per the Longsight Employee Handbook which are:

1301 Al passwords must be at least efght characters fong,

1.3.1.2. All passwords must include at Teast one number or specialb character.
13,103, Sl must change thelr passwards at least once each six months,

L34 Seaff cannot reuse ofd passwords or use passwords that are words found in an English dictionary.

1.3.2. Staff access to Clien services of all types will end immediately upon termination of employment with Longsisht,
1.3.3. Longsight's email and shared document serviees are hosted by Google Apps for Business, access 16 which must use
two-factor authentication. Longsight's operutionul file store is hosted by Longsight, acccss 1o which must use sFTP,
1.3.4, Al server endpoints (Longsight's and Clients®) will maintain current certificates,
2. Security Standards

2.1 All Longsight computers und systems mcluding those used by Longsight employees in the conduct of their work will be
protected by acceptable industry practices for antivirus, firewalls, and network and system intrusion detections systems.

2.2 Allsystems used in the storage. provessing, ransmitial and display of data will have operating systems that are current in
release, with ynaeeded services disabled, with default administrator aceess shut off, and with all eritical security patches
updated within 24 hours after the release of the patch,

b
[

Routine event monitoring will be conducted by Longsight,

!J
4

Longsight will engage in an annual security sudit and identified issues will be fixed or mitigated within 90 days of the audit
repott,

2.5 All Longsight hosted services that send or receive Client data must wtilize appropriate encryption methods (8SL, sFTP, VPN,
eie). Clear text fransactions gre not permitied.
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3. Privacy Compliance
3.0 Al Cliert data are considered to be confidential,
3.2 Longsight agrees to comply with all state and federal privacy and security legislation as required by faw,

3.3 The Longsight Employes Handbook which must be signed before employment beging mcludes a Confidentiality Agreement.
Complianee with the agreement s mandatory, ln part, the Agreement states:

Information that pertaius to Longsight's busivess, inctuding ol nonpublic information concerning the Company, its
vendors and suppliers, is stricily confidenticl and must not he given to people who are not emplayed by Longsight.
Violation af these policies is grounds for divmissal,

Sece the Loagsight Employee Handbook lor further dewils on this requarement.

3.4 Longsight employees will immediately report any observed, attempted or suspected security mcidents to s Longsight
managing oificer including thelt, loss or misplacement of media, computing equipment or devices, unauthonzed access or
disclosure of information. or notfication of malware on a Longsight owned and/or managed system,

35 All exposures of data (o unauthorized persons will result in Longsight notifying Client within four hours of discovery. No
notification to those whose data have been exposed will occur without pricr discussion with Client,

3.6 Chent will ke reasonable steps 1o ensure that no personally-identifiable Social Security numbers or medical records or
medical insurunce data covergd by HIPAA are stored in any Longsight-hosted service.

3.7 In the course of providing services during the term of the contract, Longsight may have aecess to student education records
that are subject to the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. 1232g, et sey. and the regulations
promulgated there under. Such informution is considered confidential and is therefore protecied. To the extent that Longsight
has aceess to “education records™ under this confract, it is deemed o “school official,” as each of these terms are defined
under FERPA. Longsight agrees that it shall not use edocation records {or any purpose other than in the performance of this
comtract. Except as required by law, Longsight shall ned disclose or share education records with any third party unless
permitted by the terms of the contract or to subcontractors who have agreed to maintain the confidentiality of the education
records 1o the same extent required of Longsight under this contract,

3.8 In the event any personds) scek to aceess protected education records, whether in accordance with FERPA or other Federal or
relevant State law or regulations, the Longsight will immediaely inform Client of such request in writing if allowed by law
or judictal and/or administrative order. Longsight shall not provide direct aecess to such data or information or respond to
individual requests. Longsight shall only retrieve such data or information upon receipt of, and in accordance with, written
dircetions by Client and shall only provide such data and information to Client. It shall be Client’s sole responsibility ta
respond 1o requests for data or information received by Longsight regarding Client data or information. Should Longsight
receive a court order or fawfully issued subpoena sceking the release of such data or information, Longsight shall provide
immediate notification 1o Chient of its receipt of such court order or lawfully issued subpoena and shall immediately provide
Client with a copy of such court arder or lawfully issued subpoena prior to releasing the requested data or nformation, 1f
allowed by law ar judictal and/or administrative order,

3.9 IF Longsight experiences & security breach concerning any education record covered by this contract, then Longsight will
immediately notify Client and take immediate steps o limit and mitigate such security breach o the extent possible.
Longsight agrees o indemnify and bold Client harmless for any loss, cost. damage or expense suffered by Client, including
but not limited to the cost of notification of affected persons, as a direet result of the unsuthorized disclosure of education
records.

4, Data Storage and Retention
4.1 Daily backups of systerms, {iles and data will be done on « cyclical basis, so that any restoration of the systemy will not result
in more than 24 hours of data loss provided Longsight is notified immediately. Longsight shall retain backup sets remotely
for 30 days after creation.

4.2 Longsight shall maintain a separate Disaster Recovery Plan and share the appropriate elements of the Plan with the Client,
4.3 Longsight's data retention policy ts part of every contraet between the {irm and our clients and states:

“Thirty (301 devs prior to any tersunation of this agreement, Longsight will transfer electronically all of Client s
data and developed softwvare o Clicn. Within thirty (30) days following any termination, all client data will be
removed from Longsight servers and mass stovage systems. Both parties witl cooperate and aoffer reasonabie
assistance as requirved in conpection with the transfer or termination of the services.”
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3, Acceplable Use

5.1 Longsight employees and Clicnt will follow Longsight’s established policies and procedures for acceptable computer use
published as o sepurate document (Aeceprable Use Policy).

6. Insurance
6.t Longsight will present evidence of $3 million or more in lability insurance including eyber risk insurance.
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